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Number of nodes decrypted by using a symmetric (graph (a) and (d)) and asymmetric (graph (b) and (e)) schema (y-axis) by the joining users

(x-axis) to the groups G5, G; and Gy, by using both one by one and all at once insertion strategy. Graphs (c) and (f) show the number of nodes encrypted
by using a symmetric/asymmetric schema (y-axis) by the group owner for the join of different number of users (x-axis) to the groups Gs, G; and Gy, by

using both one by one and all at once insertion strategy.

other members of the group. Fig. 9 shows the number of keys
encrypted with the symmetric schema by the group owner, the
number of keys decrypted with the symmetric schema by the
joining user, and the average number of keys decrypted with
the symmetric schema by an old member of the group when a
new member is added to a group, varying the size of the group.
Note that, with respect to the creation of the group (see Sec.
VI-A), adding a user a to a key tree KT'(d, h, G) requires 2-h
symmetric encryption operations instead of d - h because each
node v’ on the path from the root of KT'(d, h,G) to the father
of the leaves corresponding to user a (i.e., v2, v}, - ,vg’l)
is encrypted only with two simmetric keys (the one on the
parent node v®~! and the old symmetric key of the node itsel
R i. For the joining user, the number of decryption operations
is proportional to the height of the tree while the group owner
takes a number of encryption operations equal to twice the
height of the tree. Even if the number of keys decrypted by
an other member of a group with a symmetric schema is at
most O(h), results show that the most part of them decrypt
on average a number of keys equal to 1, i.e., the key paired
to the root node.

2) Multiple users: We evaluated the cost of adding multiple
users to a group G with the approach described in Sec. III-B2
and by exploiting the results obtained from the analysis of the
real Facebook data set (see Sec. V). After the creation of the
groups G, G;, Gy, we randomly select w users to be added
to the group. The number of joining users w may belong to
the following categories: i) normal join number, if w ranges
between [1...500], and ii) high join number, if w ranges
between [1000. ..10000]. Table VI shows the cost introduced
by our approach for the join of multiple users. The group

owner creates and sends a total of w + 1 messages: a Group
Join Notification Message for the Group Descriptor and w
private messages for each of the w joining users. Each private
message involves only the group owner and a joining user and
it contains the symmetric individual key of the joining user
encrypted with an asymmetric schema. As a result, the total
number of key encrypted with an asymmetric schema by the
group owner is equal to the number of joining users w while
each joining user performs only 1 asymmetric decryption. The
Group Join Notification Message involves the group owner
and all the members of the group and it contains all the new
nodes or refreshed nodes of the key tree along the path of
each joining user. In particular, the h nodes on the path of a
joining user must be encrypted with both their old symmetric
keys and the symmetric key of each new child node (at most
d). As a result, the maximum number of nodes encrypted with
a symmetric schema is equal to d-h-w for all the joining users
w. The group owner creates at most w-(h+1) symmetric keys
in order to join w users. The number of nodes decrypted with
a symmetric schema by each joining user as well as by other
member is equal to h, i.e., all the involved nodes along the path
from the father of the leaf to the root of the key tree. To show
the advantage of using the multiple join insertion approach,
in the experiments we conducted the w users are added by
adopting two different strategies: i) all at once, where all the
w users are added to the group at the same time and then the
resulting key tree is notified to the members (as described in
Sec. III-B2), and ii) one by one, where the w users are added
one at a time to the group and after each insertion the resulting
key tree is notified to the current members.
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TABLE VII
OVERHEAD FOR THE LEAVE OF ONE USER FROM A GROUP G OF SIZE n.

Group Owner
#Msg | MsgSize | #Keylnit [ #KeyEncs | #KeyEncas
T | dhks | h | d-h | 0
Other member
#Msg | MsgSize | #KeySaved [ #KeyDecs [ #KeyDecas
1 | hks | k| B | 0
Leaving user
#Msg | MsgSize | #KeySaved [ #KeyDecs | #KeyDecas
o | o0 [ o [ o0 | 0

Group owner: We focus on the traffic generated by our
approach by measuring the number of messages created and
the size of data sent by the group owner (see Fig. 10). Fig.
10(a) and Fig. 10(d) show that the number of messages sent
does not depend on the number of initial members of the
group (G, Gy, and Gp) and the all at once strategy allows
to considerably reduce the number of messages sent by the
group owner. In fact, the three curves related to the one
by one strategy are overlapped, as well as the three curves
representing the all at one strategy. Fig. 10(b) and Fig. 10(e),
instead, show that for the one by one insertion strategy, the
amount of data sent by the group owner is highly affected
by the initial members of the group. In contrast, the amount
of data sent by the all at once insertion strategy does not
change with the number of initial members of the group.
In fact, the three curves related to the one by one strategy
depends on the initial group size (G, Gy, and G) while the
curves representing the all at once strategy are overlapped,
independently from the initial group size.

We focus now on the cost of joining multiple users in
terms of number of tree nodes encrypted from the group
owner by using both symmetric (SymCrypt) and asymmetric
(AsymCrypt) schema. As shown by Fig. 11(c) and Fig. 11(f),
adding multiple users with the all at once strategy significantly
decreases the number of nodes encrypted by the group owner
with respect to adding the same users using the one by one
strategy. Moreover, for the all at one strategy, the number of
initial group members does not impact on the number of nodes
encrypted by the group owner since the curves for the groups
Gs, G; and G, are similar. The number of nodes encrypted
by using asymmetric schema is equal to the number of users
to be added (see Fig. 10(c) and Fig. 10(f)) and it does not
depend on both the initial group size and the adopted insertion
strategy. For this reason, the number of asymmetric encryption
operations remains the same between groups of different size
(Gs, Gy, and Gp) and Fig. 10(c) and Fig. 10(f) only show the
curves related to a large group Gy,

Joining users: We measured the cost of joining multiple
users from the point of view of the joining users by counting
both the number of nodes decrypted by using either symmetric
(SymCrypt) or asymmetric (AsymCrypt) schema (see Fig. 11).
As shown by Fig. 11(a) and Fig. 11(d), the number of nodes
decrypted by the whole joining users w is almost the same
for all the strategies and it only depends on the height of the
key tree. Indeed, each joining user has to decrypt the nodes on
the path from the root to his leaf. The number of asymmetric
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Fig. 12. Number of nodes decrypted using a symmetric schema (y-axis) by
the other members of the group for the join of a variable number of users
(x-axis) to the groups G5, G; and Gy, by using both one by one and all at
once insertion strategy.

decryption performed by the joining users (see Fig. 11(b) and
Fig. 11(e)) remains the same, independently from both the
adopted insertion strategy and the initial size of the group.
For these reasons, Fig. 11(b) and Fig. 11(e) only show data
related to the group G} with both strategies.

Other members: Finally, we focused on the cost of join
multiple users from the point of view of the other members of
the group, by measuring the number of nodes decrypted by us-
ing either symmetric (SymCrypt) or asymmetric (AsymCrypt)
schema. As shown by Fig. 12, the number of nodes decrypted
by the other members already in the group significantly
increases if the users to be joined are added one at a time.
Indeed, each time a user i (where 1 < 7 < w) on the
w joining users is added to a group of size m, the old n
members of the group and ¢ — 1 users already added has to
decrypt the affected nodes on the key tree (which include the
root and all the refreshed nodes). In contrast, the number of
decryption operations performed by other members, for the
case of multiple joins with all at once strategy, is quite low. As
shown by Fig. 12(a) and 12(b) the number of nodes decrypted
does not increase linearly with the number of users to join
(x-axes). Indeed, the number of nodes decrypted by other
members only depends on the height of the key tree (i.e.,
the size of the group). For the case of all at once strategy,
more decryptions of nodes are required by other members for
the big group G because it consists of 10000 members while
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Fig. 13. Number of nodes encrypted/decrypted by using a symmetric schema
(y-axis) by the group owner, and the other member for the leave of a user to
groups of different sizes (x-axis).

group G consists of only 1 member. Instead, other members
do not perform any asymmetric decryption as a result of the
join of multiple users.

C. Group Leave

1) Single user: We focus on the costs of the leave operation
on groups of users having different size n, which is performed
by using the procedure described in Sec. III-C1. Table VII
shows the cost introduced by our approach for the removal of
a single user. In this case, the group owner selects a member
a of the group and sends only one message: a Group Leave
Notification Message for the Group Descriptor which involves
the group owner and the members remained in the group. The
Group Leave Notification Message contains, for each of the
refreshed node v!, at level [ of the key tree (resulting from a
leave operation), where 0 < [ < h, the symmetric key of v/,
encrypted with the symmetric node key of its children. As a
result, for the group owner, it takes O(d-h) space and O(d-h)
encryption operations over symmetric keys, while a member u
of the group has to decrypt only the new symmetric node keys
on its path. Fig. 13 shows the number of keys encrypted with a
symmetric schema by the group owner along with the average
number of keys decrypted with a symmetric schema by an old
member of the group. As regards the size of messages sent by
the group owner, it can be trivially derived from the number
of symmetric keys encrypted during the join or leave of a user
from the group (see curves related to the group owner on Fig.
13 and Fig. 9). Indeed, all the keys encrypted during these
phases are stored in the message list of the Group Descriptor.
Table VII summarizes the analytical cost of the leave operation
for the group owner, for the leaving user, and for the other
members of the group, independently from the group size. As
proven by the experimental results, the removal of a user only
affects the group owner and the remaining members of the
group and it does not require the use of asymmetric encryption
operation (#KeyEnc 45, #KeyDec 45).

2) Multiple users: For the case of removal of multiple
users, described in Sec. III-C2, the costs evaluation can be
derived from the analytical model of Table VII by multiplying
each cost of the group owner by the number of users w to
be removed. Indeed, the removal of w users is performed by
removing individually each leaf corresponding to a removed
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TABLE VIII
COST OF ENCRYPTIONS ALGORITHMS ON INTEL CORE 17 2.2E+09 HZ.
Algorithm Throughput| Cycles/ Setup Key | Setup Key
(Byte/ms) Byte (ms) (cycles)
AES/CTR (256-bit key) | 2496000 0.8 0.000278 611
Operations Milliseconds/Operation | Megacycles/Operation
RSA 2048 Encryption 0.16 0.29
RSA 2048 Decryption 6.08 11.12

user with the procedure described in Sec. III-C1, but the Group
Leave Notification Message is unique. However, we notice
that this is a rough estimate of the cost of the leave operation
because for a large number of users to be removed any leaf to
be removed would share parts of its upward path with some
of the other leaves to be removed (i.e., they are in the same
subtree). As a result, the cost taken for the group owner to
remove w users from a group does not exceed the number
of nodes in the key tree. Each other member remaining in the
group has to support the same cost as for the case of the single
leave operation, because he has to decrypt at most all the nodes
on the path from the root to his leaf (i.e., the maximum height
h of the tree).

D. Performance evaluation

The analysis we conducted in the previous sections ab-
stract from the encryption scheme, cryptographic library, or
computer platform used by peers of the DOSN because we
focused only on the parameters that directly impact on the
performance of the proposed group management protocol.
To help the reader in the evaluation of the proposed ap-
proach we have measured the performance of our approach
by considering RSA-2048bit for public-key cryptography and
AES/CTR (256-bit key) for asymmetric encryption. Indeed, as
shown in Sec. VII, they are two popular ciphers adopted by
current DOSNSs. In addition, the size of ciphertext produced
by the block ciphers considered by our approach depends
primarily on the size of the plain text while the type of
encryption algorithm introduces only a small constant size
overhead. The implementations of the ciphers used to con-
duct our experiments are taken from Crypto++, a widely
used open-source cryptographic library. Table VIII shows the
performance measures of AES in terms of number of Bytes
encrypted/decrypted per millisecond (Throughput), number of
cycles-per-byte required by encryption/decryption and number
of milliseconds and cycles required for key setup. For RSA,
we measured the number of milliseconds taken by encryption
and decryption operations and the number of megacycles per
operation.

Table IX shows the computation time and the size of
messages (i.e., the amount of MB sent by a user) for different
operations taken by i) the group owner; ii) the joining/leaving
member; iii) the other members of the group. We focus on
a big group G} (with initial size of 500 members) and we
consider a key tree KT'(d, h,G,) with degree d equals to 4
and maximum height h equals to 8. The number of users

Shttps://www.cryptopp.com/
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TABLE IX
COMPUTATION TIME AND MESSAGES SIZE.
Time (ms)
Operation Group owner | Joining/leaving member Other member
Create 106.53 0 6.08
Join 816.61 6.08 0.00021
Leave 16.61 0 0.00021
Publish 0.04 0 0.04
Message size (MB)
Operation Group owner | Joining/leaving member Other member
Create 0.119 0 0.071
Join 1.898 1.130 1.130
Leave 0.164 0 0.164
Publish 0.100 0 0.100

added to G, is equal to 8000, thus obtaining a group of
8500 users. Afterwards, we remove from the resulting group
8000 randomly chosen users. Finally, for the publish operation
we consider a content of 100KB, since it is the maximum
image size that Facebook recommended in order to avoid
compression during the upload®.

The results clearly show that the computational cost required
by each operation is negligible for both the group owner, the
joining/leaving member, and the other members of the group.
In particular, the most part of the time taken by the group
owner is spent for asymmetric encryption. Also the size of
the messages is quite low and, in the case of the multiple join
operations, it is linear in the number of joining users. However,
for a very large number of joining users it is possible to split
the users in subgroups so as to maintain the length of the
messages below a specified threshold.

VII. RELATED WORK & COMPARISON

To enforce the privacy preferences of their users, current
DOSNSs adopt distributed approaches which combines different
encryption techniques, namely asymmetric encryption (AS),
Attribute Based Encryption (ABF), broadcast encryption (B)
or symmetric encryption (S). Table X summarizes the over-
head of such approaches in terms of number of encryp-
tion/decryption operations, where £ denotes an asymmetric
operation, E° a symmetric operation, E45¥ an ABE opera-
tion, and E? denotes a broadcast encryption operation.

In Diaspora’, users organize their contacts into aspects
(i.e., groups of contacts). Users can define access policies
for each content by selecting the aspects that can access it.
Each user registered to the DOSN generates an asymmetric
key pair (RSA-SHA256) that is used for signing messages.
Each content published for the aspect is encrypted with a
new symmetric key SK (AES-256-CBC) and, in turn, SK is
encrypted with the n public keys of the authorized members.
In addition, the join operation does not ensure the backward
secrecy and the SK keys used to encrypt the m contents of
the aspect must be encrypted with the public key of the new
user.

In Safebook [6] the contents are modeled by a tree data
structure where nodes contain the data encrypted with a sym-
metric resource key, while edges list is maintained encrypted

Shttps://www.facebook.com/help/266520536764594/
"https://joindiaspora.com/
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with a different symmetric access key (AES-256 bit). The
access and resource keys, as well as the mappings between
them, are shared with the members of the group using a shared
symmetric key exchanged during the friendship request. When
an empty group is initialized, the shared access key for the
group is created. When a user join a group, the corresponding
access key and the mapping between access key and resource
keys of the m contents are securely distributed to the new
member. When user’s access right is revoked, the access key
is changed and the affected m artifacts published in the profile
hierarchy are re-encrypted with the new access key. Finally,
the new access key is distributed to the n members left in
the group. The removed members can no longer access the
affected artifacts, but still they have access to the correspond-
ing resources because they remain encrypted with the same
resource keys.

In LotusNet [25] access control is achieved using signed
grant certificates which are produced by a user for each of his
social contacts and it consists of the identities of the owner
and of the granted user, an expiration time, and a regular
expression that is a compressed list of all the allowed content
types. When the access control policies change, the relative
grant certificates of the added/removed user is replaced. Since
certificates do not hide the published content from the nodes
that store it, each content is encrypted with a new symmetric
key which is shared on the fly with the current n authorized
contacts by using their (RSA) public keys.

Cachet [8] encrypts each content with a randomly chosen
symmetric key SK. In addition, SK is encrypted with ABE
secret key (CP-ABE). Users who satisfy the ABE access policy
can decrypt SK and use it to read c. Grant access to a new
user requires the creation of an ABE key that satisfy the access
policy which is shared among the authorized users. In order
to revoke other people’s rights to access the contents from a
group of n users, the ABE key is changed so as to meet the
new access policy. In addition, the key SK used to encrypt the
m contents is refreshed and distributed to the new members
to avoid unauthorized access from a removed user.

LifeSocial. KOM [7] identifies its users with an asymmetric
key pair (RSA-1028bit). Each content c is encrypted with a
symmetric content key SK (AES-128bit). Granting access to ¢
requires the encryption of the key SK with the public keys of
the k authorized users and the encrypted key list is attached to
the contents. When access to a group is revoked, the affected
user is removed from the access control list and the m contents
will be encrypted with a new symmetric key which is securely
distributed to the n current users of the group by using their
public keys.

Authors of [33] propose POSN: a DOSN exploiting the
resources of the users’ mobile devices and the storage clouds.
Every user has an individual (RSA) public key, which is
exchanged at the time of friendship establishment through the
cloud service. For each group a symmetric (AES) group key is
created, and it is encrypted with the public key of each member
and it is stored on the cloud repository. The symmetric group
key must be updated, as a result of the addition or removal
of a user to/from the group. For the join of a user the old
symmetric group key and the public key of the joining users
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TABLE X
OVERHEAD OF THE SECURITY MECHANISMS PROVIDED BY DOSN's
[ DOSN | Join | Leave | Publish ]
Our approach 2-(h—1)- ES d-(h—1) - FE 2E
Diaspora m - E 0 ES + nEA
Safebook [6] 2. m E m(E° +n - BE) 2. E° + nE
LotusNet [25] EA EA ES + nEA
Cachet [8] KeyABE m(E°S + EABE) S + gABE
LifeSocial [7] 0 m(ES +n - EAS) ES 4 nEA
POSN [33] EAS 4 B nEAS 2E
Vegas [34] 0 m(ES + nEAS) ES + nEA
DIBBE [11] mED m(E°S + EB) ES + EB
DECLKH [35] | 2(s 4+ (b+ 1))ES =T 14 —1)E 2B

a = loggs; b =loggn/s

can be exploited. Indeed, when a user is removed from the
group, the public keys of the n members left in the group
must be used in order to distribute the new symmetric group
key.

In contrast to classical DOSN approaches, the authors of [34]
propose Vegas, a DOSN where each user maintains a unique
asymmetric key pair for each of his friend. As result, a user
with f friends has to manage 2f public keys and f private
keys. A content for a group of n members is encrypted with
a new symmetric key SK which, in turn, it is encrypted with
the n public keys of the group members. When a user join
a group, the SK keys of the m contents are encrypted with
the individual public key of the new user and sent to him.
When the composition of a group of size n changes as a
result of leave, the public key of the affected user will no
longer considered. In addition, the m contents published in
the group are re-encrypted with new symmetric keys.

Authors of [11] investigate the Dynamic Identity-based
Broadcast Encryption (DIBBE), which allows to distribute
encrypted contents to a dynamic set of users, based on their
identities. Each content intended for a set of n users is
encrypted with a symmetric key SK. The key SK is encrypted
for the set of receivers by using broadcast encryption and
attached to the encrypted content. When a user joins the group,
the symmetric keys of the old m contents must be re-encrypted
with the proper broadcast header. When a user is removed from
a group, the affected m contents must be re-encrypted with
new keys and each key SK is encrypted for the set of new
users, by using broadcast scheme.

Finally, [35] proposes a scheme which combines the LKH
and the Tree-based Group Key Agreement (TGDH) scheme. In
particular, a group of n users is divided into s subgroups, each
with n/s members. Each subgroup is managed by a individual
LKH scheme while TGDH is employed for inter-subgroup
key management. Every node of the TGDH is paired with a
symmetric secret key and a blinded key. The join or remove of
a user requires the use of the LKH scheme on the subgroup of
size n/s. In addition, the affected group updates the secret and
blinded keys on the TGDH tree and broadcast the blinded keys
to the other subgroups in the group, which have to compute
the updated secret keys.

Another promising approach for secure group communica-
tions is based on Dynamic Group Key Agreement (GKA) [36],
where a one-round distributed algorithm is used to establish
a common secret key between group members without the
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need of synchronization. However, GKA is mainly designed
to support small or medium size groups and it is not used, in
practice, in case of large groups [37].

The authors of [15] provide an overview of possible crypto-
graphic solutions and evaluate their suitability to the DOSNs
infrastructure. Compared to the similar works proposed in the
state of the art, such as [35], the approach we propose in this
paper has been designed to consider the case of multiple join
operations on groups of different size and provided solutions
that allow to manages the volume of operations to perform on
group in order to accommodate the corresponding load.

Finally, other approaches that have been proposed to im-

plement a group communication model are those based on
the Hierarchical Key Assignment [38], [39] where users can
define hierarchy formed by a certain number of disjoint groups
and each group have more or less access rights compared to
another. The proposed scheme allows to assign some private
information and encryption keys to the set of groups, in such a
way that the private information of a higher class can be used
to derive the keys of all groups lower down in the hierarchy.
However, it relies on central trusted authority and it does not
fit our scenario.
Besides these security mechanisms offered by the current
popular DOSNs there are also some works ( [14], [16]) that
seek to exploit the LKH model in other specific scenarios,
such as mobile and wireless sensor networks. However, the
proposed approaches have been designed to consider specific
requirements and constraints of the corresponding scenarios
and the nature of groups defined in such scenarios can differ
from those resulting from the OSNs, in terms of both size and
dynamism of the groups.

In Table XI, we measure the time taken by each approach
in order to perform the operations of Join, Leave, and Publish.
The measures are obtained by considering the cryptographic
schemes used in Sec. VI-D. We can see that Diaspora and
PSON have the highest cost of user addition as it depends from
asymmetric encryption scheme. Indeed, asymmetric cryptog-
raphy uses exponential operations while symmetric encryption
performs simple symmetric operations and the processor load
of broadcast scheme system can be up to 1000 times less than
the public-key [40]. The cost of user addition is the lowest
for LifeSocial and Vegas because they only have to modify
the users list of the group by adding the corresponding public
key. The DECLKH has a cost that is logarithmic with respect
the number of users but introduces an additional cost because
the s leaves corresponding to the subgroups are managed by
using the TGDH scheme, which employs 2 symmetric keys
on each node and broadcast operations linear are with respect
the number s of subgroups. In contrast, our approach has a
number of encryption operation, which is upper-bounded by
the height of the LKH tree (h) and each node has only one
symmetric key. Cachet employs encryption scheme based on
ABE, where encryption/decryption cost is quite expensive with
respect standard symmetric encryption and depends on the
number of attributes [41]. Results of Table XI clearly show
that the overhead introduced by our approach for the join is
negligible and it is among the fastest ones.

The cost of user removal from a group is higher for
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TABLE XI
TIME TAKEN BY SECURITY MECHANISMS PROVIDED BY DOSNS

[ DOSN [ Join (ms) | Leave (ms) [ Publish (ms) |
Our approach 0.00574 0.01148 0.00082
Diaspora 0.16 0 160.0004
Safebook [6] 0.00082 0.41066 0.41107
LotusNet [25] 0.16 0.16 160.0004
Cachet [8] 155 87 87
LifeSocial [7] 0 160.0004 160.0004
POSN [33] 0.16041 160 0.00082
Vegas [34] 0 160.0004 160.0004
DECLKH [35] 0.085595 0.02432 0.00082

LifeSocial. KOM, PSON, and Vegas because they encrypt and
distribute the new key to the current n members of the group
using asymmetric encryption. Safebook reduces the encryption
cost for a leave exploiting a symmetric secret key established
in advance with each friend. Diaspora and our approach have
the lowest cost for a leave. Indeed, Diaspora only needs to
update the list of the group members on the local nodes while
our approach requires a very short execution time.

The cost for content publishing is the highest for Diaspora,
LotusNet, LifeSocial, and Vegas because they perform a
number of asymmetric encryption equal to the size of the
group. Safebook avoids asymmetric encryption by exploiting
a symmetric shared key shared with each friend. PSON, DE-
CLKH and our approach take the same number of symmetric
encryption operations. Unfortunately, we have not been able
to find working implementations of the scheme in [11] based
on broadcast encryption. However, pure broadcast encryption
(BE) schemes are mainly intended for static group and require
to fix the maximum number of users group in the setup phase.
In order to overcome these limitations, Dynamic Broadcast
Encryption (DBE) schemes have been proposed where the cost
of computation is linear with the size of receivers and not effi-
cient for large group [42]. Identity-based broadcast encryption
scheme (IBBE) introduces a cost for decryption/encryption
which is linear with the size of the group while Dynamic
Identity-based broadcast encryption scheme (DIBBE) [11] has
the same cost only in the case of decryption, so they are not
very suitable for this scenario.

VIII. CONCLUSION

In this paper, we proposed a new decentralized approach for
Distributed Online Social Networks (DOSNs) which enables
an efficient management of dynamic groups by exploiting the
Logical Key Hierarchical (LKH) model and a DHT made up of
users’ peers of the DOSN. Indeed our analysis, conducted on
the ego networks of Facebook users and on private Facebook
groups, reveal that social groups of users are heterogeneous
in size (from 1 to 10000 members) and removal of users
from the groups can occur very frequently (about 350 group
members removed per day for groups of size greater than
2000 users). Our approach optimizes the overhead incurred by
current DOSNs for guaranteeing privacy of managed contents
by exploiting the strength of the Logical Key Hierarchy Model.
In particular, compared to current approaches, the proposed
method allows to remove a set of w users from a group
by taking at most O(d - logq(n)) encryption operations per
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user, and only one message for distributing the new symmetric
keys. The provided comprehensive assessment, based on both
simulations and real data, has shown the feasibility of our
approach and its advantage compared to the current groups
communication implementation provided by real DOSNSs.
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